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INFORMATION SECURITY CONTROLS 
Motion 

HON WILSON TUCKER (Mining and Pastoral) [10.12 am] — without notice: I move — 
That the house — 
(a) expresses its dismay at the apparent disregard for appropriate information security controls and the 

irresponsible handling of sensitive data by state government agencies; 
(b) notes that repeated and consistent breaches of private data by state government agencies is eroding 

trust in government institutions; 
(c) notes that the Privacy Act 1988 does not apply to state government agencies; 
(d) notes that Western Australia’s privacy legislation is not fit for purpose; and 
(e) calls on the government to implement state-based privacy legislation with all haste. 

Before I get into this motion, I would like to quickly add that there has been some out-of-chamber commentary 
expressing some surprise that I am not talking about daylight saving, and that I have not brought a daylight saving 
bill or a daylight saving motion to the house. I would just like to reaffirm the fact that I am committed to advancing 
the issue of daylight saving, as leader of the Daylight Saving Party in Western Australia. As we all know, timing 
is everything—certainly in love, life and politics—so I ask members for their patience. The two motions I have on 
the notice paper are deemed more urgent for the people of Western Australia. 
Hon Alannah MacTiernan: Is there a problem that the majority of people in your electorate don’t actually support 
daylight saving? 
Hon WILSON TUCKER: That is an issue for another day, minister. We will address that at another time. 
The PRESIDENT: Order! Can we stay focused on the motion before the house, please? 
Hon WILSON TUCKER: I have moved this motion today because it is an issue that I think is very topical and 
very important: the issue of data privacy in the state of Western Australia. In the last few days we have witnessed 
another data breach in the form of a flight manifest that was forwarded inappropriately by the Department of 
Health to a WA resident, exposing the personal and private information of dozens of Western Australian residents. 
This incident speaks to the carelessness of the Department of Health. Unfortunately, this carelessness is not isolated 
only to that department; it is shared by many other agencies in the public sector. 
I have several examples of such breaches, and I will go through them in reverse chronological order, starting from 
the most recent case. I think it is important to air this dirty laundry and to refresh the minds of members about some 
of the data breaches we have witnessed in WA, which have helped to frame the discussion that we are about to get 
into. On 16 August this year, the details of dozens of passengers on an international flight to Perth were exposed by 
a nurse in the public health unit at the Department of Health, who accidently sent an Excel spreadsheet. On 22 July, 
Western Australia’s biggest art organisation, the Arts and Culture Trust, which encompasses the Perth Festival, the 
Black Swan Theatre Company and the Western Australian Ballet, was subjected to a data breach when the email 
addresses of its customers were hacked. 
The next example is not actually a data breach, but it speaks to a weakness in the system and potential data breaches 
that could occur. In May this year the Auditor General handed down a report that examines the ways in which the 
Department of Health has handled data collected from COVID-positive people and their close and casual contacts. 
The report found that there was an absence of data encryption to protect personal info, and that the department did 
not appropriately disclose the data collected. 
On 25 March 2022, the office of the Minister for Police accidently distributed a map to the media containing the 
real locations of firearm owners in a Perth suburb. On 22 November 2021, the Department of Health mistakenly 
exposed the private email addresses of 378 people who refused the AstraZeneca vaccine. I think all members will 
be familiar with this example from June 2021, when Western Australia Police Force accessed check-in data from 
the SafeWA app in relation to their ongoing investigation into the murder of a former bikie boss Nick Martin. 
On 21 July 2020, broadcast messages between doctors in WA were intercepted by hackers and posted online. On 
23 April 2020, the Corruption and Crime Commission found that one of its staff members had inappropriately 
accessed the confidential data of all the state’s 8 800 police employees. On 31 January 2020, the contact information 
of 1 500 visitors to Perth Mint was hacked and accessed by unauthorised parties. On 7 November 2019 there were 
37 breaches of Australia’s My Health Record system for 2018–19 in the form of inappropriate access. On 25 July 2019, 
former Commissioner of Police and now Governor of WA, Chris Dawson, blamed an administrative error for the 
collection and search of a journalist’s metadata without a valid warrant. On 17 September 2018 the Perth Mint was 
hacked, and details relating to close to 10 000 customers were made public. On 7 September 2017, computer 
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hackers accessed the personal details of thousands of TAFE students and staff. On 16 August 2017, a female 
PathWest employee divulged the confidential medical test results of a romantic rival to the man in their love triangle, 
which is very interesting. 
All up, these breaches speak to a lack of privacy legislation in the state of Western Australia, reinforcing weaknesses 
in how state government departments share, store and handle personal information in their systems. Basically each 
department has a bespoke data privacy policy and different ways of doing things in respect of how their data is 
shared, classified and secured. 
Why do we need privacy legislation in WA? I am asked this question quite a lot. There is a cohort of people out 
there who are a little apathetic about their information and how it is being shared. They have the view that if they do 
not have anything to hide, they are not concerned. There is a bit to unpack in this regard, but essentially there is an 
intrinsic dollar value associated with data and people’s personal information. It can be used by companies and individuals 
for profit. There are a couple of points to make on that. There is a very real risk that people’s personal information 
can have real-world consequences for them as individuals. Identity theft is on the rise, so somebody can take 
a person’s personal information that is online and replicate physical documents, and use that as proof of identification. 
Another well-known example is fraudulent transactions made by people accessing someone’s credit card information. 
These are two examples in which accessing someone’s private information can have real-world consequences. 
The second point I will talk about is the power of big data. We had the classic example in the US, which I think 
all members will be familiar with, in the presidential election between Hillary Clinton and Donald Trump, when 
the company Cambridge Analytica scraped, collected and aggregated a lot of social media data, effectively profiling 
the vast majority of the US population and influencing how they think, act and vote, and, ultimately, influencing the 
outcome of the election and the history of an entire country. This information is aggregated. Even if people do not care 
about data protection at a personal level, their information can be aggregated and have very real-world consequences. 
It is also worth noting that data is the twenty-first-century currency. As we continue to move towards this concept 
of a digital economy, people’s information becomes more and more valuable. We have seen this speed up under 
the pandemic, which forced us to adopt more digital services, change the way we communicate and work, and 
change how we interact with government as well. More and more services, and how we interact with those services, 
are moving online. A couple of examples are the digital driver’s licence, which is being trialled in a few states, 
and a digital passport, which is also being trialled. In the future, a physical or analogue version of those documents 
will most likely not be needed. 
To put it simply, when we talk about privacy legislation, it should answer three simple questions from the perspective 
of the WA resident: How is their information being used? How is it being shared? How is it being secured? Here 
in the west, or as I like to call it “the wild west”, if I asked someone on the street those three simple questions 
about how the government is using, sharing and storing their information, I can guarantee members that they 
would not have a clue. That is a by-product of the system we have in place. We do not have unified data privacy 
legislation; we have bespoke policy that is enacted at an agency level. This does not give transparency to WA 
residents; effectively, it is a black box. WA is the only jurisdiction in Australia without data privacy legislation. 
I could point to South Australia and say that it does not have any legislation either, but it does have what is called 
the Information privacy principles instruction. So even though it is not enshrined at the level of an act, SA has some 
overarching and unified rules governing how the public sector views data privacy. In WA we do not, unfortunately. 
To frame this, Australia has federal data privacy legislation, although it is woefully out of date. However, an 
exposure draft was put forward under the Liberal government and I believe that our new Attorney-General has 
signalled that it is a priority for the Albanese government, so it will be looked at and updated federally. The federal 
data Privacy Act looks at larger companies. I believe it has a trigger of about $3 million, so any company with revenue 
above that must comply with the federal data privacy legislation. Federal public sector agencies also fall under the 
scope of that legislation. But WA does not have the same scope. Federal legislation can be updated, which is fine, 
but there is a black hole in the state of Western Australia. 
Let us look at other jurisdictions around the world to see what they are doing. There are a couple of shining examples 
out there with data protection regulations that are further ahead on this time line. The General Data Protection 
Regulation is the poster child of data privacy legislation globally. The GDPR is European Union legislation. Any 
company that interacts or does business with the EU has to comply. California and Japan have similar laws, and many 
other countries around the world are putting in place data privacy legislation. Various flavours of data protection 
are happening at a state, national and global level. A lot of this has been sped up in the global community by the 
Cambridge Analytica incident that I mentioned. We saw what can happen when data is used at an aggregated level 
and in ways we are unfamiliar with, and, basically, falls into the wrong hands.  
I will give members a breakdown of GDPR very quickly. It has a couple of different parts to it. It changes the 
paradigm model that currently exists, so rather than a person giving their information to a company, which becomes 
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the owner of that data, GDPR ensures that the person who owns that information is still the owner of that information, 
retaining some rights, and redress and recourse around that data. One avenue people have is to request their data. 
For example, if I went online and applied for an account on Google, I have the ability to request that information 
from Google and it would have to give me information on how it is using that information. If Google shared that 
information with, say, Facebook, it would request Facebook to provide that information to it; and Google would 
provide that information to me, as the person who owns the data. People can also request to delete their information 
from these companies, with a few stipulations. Let us look at the example of the COVID pandemic and contact 
tracing information. Obviously, the government has a need to use that information for the length of the pandemic, 
which makes sense, but the delete mechanism means that once that information is no longer needed and its usability 
falls out of the scope of the pandemic, it is then deleted so it is not sitting on a server in perpetuity. People can request 
to delete that information once it is no longer needed, and it is wiped from servers and is no longer available. 
This really represents a paradigm shift, placing the ownership of that information back with the user; and, if we 
had similar regulations in WA, ownership would go back to the WA resident. Currently in WA, how data is shared, 
stored and retained is typically contained in the terms of reference of state government apps or on a website 
somewhere. I think all members will agree that no-one reads terms and conditions. Certainly, without underlying 
regulation on how this information is stored and used, the terms of reference can be made vague enough to give 
various government agencies enough wiggle room in terms of its usage and how it is being shared. We saw a classic 
example with the Premier saying that contact tracing information in WA would be used only for the purpose of 
contact tracing. The Commissioner of Police had different ideas and used that information as part of a murder 
investigation without the Premier knowing. The Premier had some egg on his face and had to put in place some 
patchwork rules to try to plug that hole. If we had underlying data privacy legislation in WA, that situation would 
not occur and we could avoid it completely. 
I will quickly talk about the history of what the government has done in this space. I will not go into great detail; 
I will leave that up to the minister. Data privacy legislation was proposed back in 2017, but the discussion started in 
2007. The catalyst was the former Labor government trying and failing to pass an information privacy bill. I am sure 
that if it tried again, given its majority, it would be successful. A discussion paper was released in November 2019. 
On the back of that discussion paper a summary report was produced in September 2021—fairly recently. According 
to the Office of Digital Government’s website, a second round of consultation is currently happening, although there 
is no further information on the website. The summary from the report states — 

The WA Government is committed to introducing Privacy and Responsible Information Sharing legislation. 
At this time, the WA Government is keenly focussed on the response to the COVID-19 pandemic, and 
ensuring the recovery of the WA economy. 
The WA Government will continue the legislative part of this initiative when appropriate. In the interim, 
the WA Government will continue its work to be a more effective and trusted user of information. 

That all sounds great. I certainly do not have an issue with the consultation that was undertaken; I think it was 
quite comprehensive. The consultation summary paper has a lot of good bits in it. It calls for an independent 
privacy commissioner to deal with matters of privacy. It references the European Union’s general data protection 
regulation, some of the learnings happening around the globe and the ability for users to opt in and out. These are 
all good things. My concern is the timing. The report mentions that bringing this bill forward was put on hold 
because of the pandemic, and as we have seen recently, the state of emergency is coming to an end. My question 
to the WA government is: when are we going to see this? Every day that we do not have this legislation allows for 
potentially more and more breaches and for the private information of WA residents to be used, abused and 
accessed inappropriately. 
Just to wrap up my remarks, another section says that the WA government is in the interim looking at different 
measures before the legislation is introduced. I have two questions. Firstly, when will this legislation be brought 
forward? Secondly, what is the government doing in the interim to ensure that the WA people can trust that the 
government is handling their information securely? With that, I open the floor to discussion. 
HON JAMES HAYWARD (South West) [10.33 am]: I stand to support the honourable member for bringing this 
motion forward today. We know that Wilson is a content expert. This is his field; this is what he did and there would 
be very few of us who sit in this house who have the level of expertise that the member brings to the Parliament 
of WA. On that basis I think we need to listen to what he has to say, and I would urge the government to take action 
in this space. We know that this information technology and data space is somewhat more sophisticated than it 
was in the past. It was fairly hard to steal people’s data in the 1970s, because a person would need a truck to back 
up and steal a semitrailer-load of filing cabinets to get the information that they were seeking to access. We know 
that being able to access data online today makes that data much more vulnerable than it was in the past. In many 
ways, this is a new and emerging area for governments to deal with, although, obviously, IT has been around for 
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a significant number of years and that data pool has been growing. It is growing at a more exponential rate today 
than it ever has in the past. I will give members some simple examples. 
The honourable member talked about using an app, perhaps a Google account or something similar. Honestly, 
anything we do on our phones these day is recording data. Even if we want to use an app to open a garage door 
or to get a new remote for a television on our smart phones, each of these apps and transactions records data. 
These companies capture data about our private lives. They ask for our names, addresses, contact emails and other 
information, perhaps our age. We have exponential growth in this data space whereby we are seeing more and 
more data being collected by more and more different players. Again, if we go back to the 1970s perhaps, the 
people collecting data were governments. It was kept largely in physical filing systems and was somewhat more 
secure in many ways. Today, the opportunity is significantly different. This is an emerging field. It is growing and 
developing every day and I suspect that in five to 10 years’ time we will see it become more and more important 
for people’s lives. 
When data breaches occur, they create challenges. I am sure that all of us have been a victim of scammers. We get 
emails from people purporting to be banks when they are not. We get emails from long-lost relatives in other 
countries telling us that we have inherited millions of dollars and we just need to click here and put in our details. 
If a person tries to sell an item on eBay or on Facebook and the item is of some value, it is not unlikely that they 
will be contacted by somebody who will try to scam their name, address and perhaps bank details. These are the 
sorts of crimes that are now going on in the background, and every single person in Western Australia is dealing 
with it on a day-to-day basis. These things are new. As I said, they did not exist in 1970; it was far more difficult 
because the technology was not as accessible as it is today. That private information is very, very important. Again, 
I commend the honourable member for bringing this motion. 
Big data brings in some opportunities. I recently read a book that talked about some of the learnings that big data can 
give us, particularly around the election of President Trump some years ago and how big data could have predicted 
the way it was heading. Political parties spend a lot of time looking at big data and seeing how it can potentially be 
used to take the temperature of the community and potential voters, because there is information to be learnt. I also 
discovered that when suffering an ailment of a particular disease, people all over the world tend to Google their 
symptoms. Some work was being done about looking backwards to see who had been diagnosed with a disease 
and looking at what those individuals all over the world were searching on Google and what their challenges were. 
That was showing some very interesting learnings about how to predict diseases that people might have. That is 
something that we probably never ever considered. There are myriad learnings to be had on what big data could 
possibly provide. Big data security is very important. 
I will make my statement brief, but I would like to say that perhaps there is an opportunity. We know that business 
always innovates. Much of the fantastic technology that we enjoy today has come out of Silicon Valley or companies 
that innovate and continue to innovate. Perhaps one of the solutions moving forward will come from people in 
Western Australia who begin to innovate the next level of online security. They could come up with a new answer 
to the emerging problem that we have not got a satisfactory answer for yet.  
Perhaps the state government could look to incentivise, or enhance, or encourage business to innovate and find 
a solution in this space. I know that Australians have been innovative before; I think wi-fi or bluetooth was invented 
by Australians—by the CSIRO, I believe. We know that we can innovate and find solutions to these types of things. 
It is an exciting space to be in in terms of what the future might hold, but it is critical that we have the right public 
settings in place to keep people safe on the journey from today to the future. Those are the issues the honourable 
member brought forward. We have seen data breaches that have let down people in our community and people are 
rightly concerned about the security of their data. The reality is that in Western Australia we do not have a clear 
road map forward or settings in place. We do not have our own privacy laws to dictate how these things are to be 
managed. We ought to look at that into the future so we can see that Western Australians’ data is treated as securely 
as possible. At the same time, I think there is an opportunity for us to innovate here and encourage particularly our 
young people in the industry to get excited about what they can do to bring forward the next phase of security to 
see this entire space become a lot more regimented so that people have a lot more faith in their data being secure, 
and can enjoy the benefits that these technologies bring.  
HON ALANNAH MacTIERNAN (South West — Minister for Regional Development) [10.42 am]: I do not 
think there is very much disagreement on the fundamental policy setting between the mover of this motion and the 
government. We are committed to stronger, clearer privacy protections for Western Australians and recognise that 
it is important that we have legislation and not just rely on the commonwealth legislation, because it is unable to 
provide protection, particularly in relation to data held by state governments. We absolutely recognise that we have 
to have a standard that is entrenched across government, as the member called for. We are also very conscious that 
we do want data sharing between agencies, because that can give us incredible insight on policy. I will talk about 
some examples of that. We need to have very strong controls around data-sharing and to introduce de-identifiers. 
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If there are very strong protections for the data, we can mine that de-identified data to get more appropriate policy 
responses whilst protecting the individual’s privacy. 
When I was in federal Parliament in 2014, I went to a number of forums on epidemiology. They were quite 
extraordinary presentations. There was a period when the Western Australian government and the federal government 
shared some de-identified data. WA researchers had been producing research on, for example, why so many 
schizophrenics were dying of heart disease, and they had made certain presumptions based on the data available 
to them, such as people with schizophrenia not getting medical treatment et cetera. During this period of sharing 
de-identified data, they were able to bring in Medicare and pharmaceutical benefits scheme data and saw that it was 
actually a very different picture. It was not simply the case that people were not accessing medical services; they 
were, but the prescription regime that applied to them was very different from the one that applied to people without 
schizophrenia. It was a really important insight. They gave numerous other examples of when the research they had 
been doing based on state data led them to believe one thing, but when they combined that with the Medicare and 
PBS data, it showed a totally different picture. I was arguing at that stage for the continuation of this collaboration 
with this de-identified scheme. It was under the Abbott government; it was not very progressive and was not prepared 
to move forward to allow that to continue. Nevertheless, there are important policy reasons why we want to be able 
to use data between government agencies, but with rigorous de-identification protocols set in place to allow that. 
Very early on in our first term in government, we started advancing this matter. We prepared a rigorous discussion 
paper, which the member mentioned. That discussion paper made it very clear that it was to support the introduction 
of a whole-of-government framework to meet twin priorities. Those twin priorities are privacy and enabling data 
to be safely used for people’s benefit. All the issues the member raised about better planning and streamlining 
interactions with public sector agencies are part of that. The discussion paper was established. It is very clear in that 
discussion paper that our objective was to introduce legislation. It also proposed a WA privacy commission and 
acknowledged that we do not have a clear overarching, information-sharing framework that meant information, 
even for productive reasons, could not be shared between agencies. The privacy commission proposed in that 
discussion paper would have enforceable powers to resolve complaints and a chief data officer to establish the 
information-sharing standards. Public submissions were called for over, I think, three months. Work was underway 
on collating that information when COVID struck in March 2020. As the Premier said at that time, a lot of public 
sector reform had to be put on hold as we mobilised both the legislative resources and the physical personnel 
resources to deal with issues associated with the pandemic. Unfortunately, at that stage that work was not completed. 
I can assure the member that consideration of all of these matters is now very much back on track. The work is 
now actively progressing. At this stage, I cannot give the member a time frame, but I can say that it is now actively 
being worked on and I am hopeful that over the next few months the Attorney General will be in a position to take 
it forward. It is true that there is a huge backlog in the drafting of government legislation. These things are not easy 
to achieve and we are doing everything we can to unblock that system. I can assure the member of the government’s 
commitment to the introduction of privacy law and, I believe, a privacy commissioner will be well and truly in 
there. The work has now recommenced to get those enshrined in this place. 
HON NICK GOIRAN (South Metropolitan) [10.50 am]: The repeated privacy breaches by the McGowan 
government demonstrates that the privacy of Western Australians is simply not a priority for this government. What 
makes this matter all the worse is that this government acts recklessly with the private details of Western Australians, 
but then, from time to time, invokes top secrecy when the opposition calls it to give an account. It has been revealed 
this week that WA Health distributed the personal information of 47 people, I think it was, without their consent. 
Hon Darren West interjected. 
Hon NICK GOIRAN: What garbage by Hon Darren West — 
Hon Darren West interjected. 
The PRESIDENT: Order! Can we please just bring it back to the focus of the motion that is before the chamber. 
Hon NICK GOIRAN: It is interesting that I sat in silence during the contribution by the Minister for Regional 
Development. The same courtesy, obviously, has already not been demonstrated in return. 
Hon Alannah MacTiernan: Because I was telling the truth. 
Hon NICK GOIRAN: All right. According to the minister, it is untrue that WA Health distributed the personal 
information of 47 people without their consent. That is very interesting, Minister for Regional Development, 
because the Department of Health already gave an apology for this matter yesterday. It is obviously true. Be very 
careful about trying to mislead the house, because that is how privilege matters are triggered. The minister might 
like to consider her position and give an apology to the house in due course. 
Several members interjected. 
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The PRESIDENT: Order! And there it is: Thursday morning. Could we please remain focused on the content of 
the motion. 
Hon NICK GOIRAN: Thank you, President. It is no wonder that this is a sore point for the McGowan government, 
given that WA Health has form in this regard. Not only has WA Health distributed the information of 47 people 
this week without their consent—a statement of fact, a statement of truth—including their names, addresses and 
passport numbers, but also members must keep in mind that the Auditor General of Western Australia has had to 
turn her mind to this pattern of behaviour by WA Health and its reckless distribution of private information. I draw 
to members’ attention the second report of the Auditor General from last year dated 2 August 2021 SafeWA — 
Application audit. Some of the members opposite have obviously not had the opportunity to read this report, given 
some of the unruly interjections this morning. I will take the opportunity to briefly draw to their attention some of 
the comments by Western Australia’s independent Auditor General who states in the overview — 

Of most concern in this instance was the use of personal information collected through SafeWA for 
purposes other than COVID contact tracing … Of further concern, is the ongoing limited communication 
around WA Health’s use of personal information collected by other government entities … in its contact 
tracing efforts. 

The translation here is that the Auditor General is saying of particular concern is the ongoing secrecy of the 
McGowan Labor government when it comes to these types of matters. On the one hand, it recklessly distributes 
information. Perhaps that is what it thinks about gold-standard transparency. Remember, the Premier promised 
gold-standard transparency. Well, it was not intended to be with regard to the private details of Western Australians; 
we do not expect the government to show gold-standard transparency with that! But when we ask the government 
questions about it and when the Auditor General asks questions about it, all the shields come up and top secrecy 
is invoked. The Auditor General goes on to say — 

In the absence of any comprehensive privacy legislation in Western Australia, including oversight 
mechanisms, citizens have a right to expect that their personal information will only be used by governments 
in line with stated purposes. 
… 
Protecting the privacy of citizens’ information and being transparent about the use of data helps ensure 
trust in public institutions is not eroded. This is necessary not only when responding to a viral pandemic, 
but also for the ongoing peace and prosperity of our democratic society. 

The situation is that this week, the details of 47 people were recklessly distributed by WA Health. Some might say, 
“Well, if it is only a first offence, maybe we let them off the hook”, but these guys have form, so much so that the 
Auditor General had to report on this matter last year. This is a repeated pattern of behaviour by WA Health. Keep 
in mind, President, that as the mover of the motion indicated, it is not just WA Health that has a problem here. 
Three days after this report from the Auditor General last year—three days later!—on 5 August we got a bombshell 
report from the Corruption and Crime Commission entitled A review of the Department of Transport’s management 
of unlawful access to TRELIS. This is no doubt another report that some of the members opposite have not had an 
opportunity to read. Let me draw it to their attention. In the overview, the CCC states — 

Of the WA government databases, TRELIS holds the most personal information about members of the 
WA public. 
… 
The Commission undertook a thematic review of unlawful accesses to TRELIS … It considered more 
than 100 incidents of unlawful access to TRELIS. 

That is 100 incidents! Keep in mind that the Standing Committee on Procedure and Privileges in the previous 
Parliament had exposed the fact that the government had breached the law more than 1 000 times. Here we have 
the CCC exposing that the Department of Transport has unlawfully accessed information more than 100 times. 
The CCC goes on to say — 

The review showed that DoT is reluctant to treat unlawful access to TRELIS by authorised users as serious 
misconduct. DoT’s default position is that unlawful access is a mere conflict of interest. 

Such is the attitude in this McGowan Labor government when it comes to the private information of 
Western Australians. 
This matter was taken up during the Standing Committee on Estimates and Financial Operations annual hearings 
on 21 June 2022. Members would not believe the level of obstruction that occurred on that day when we tried to 
find out whether there had been a change in position. The CCC is concerned that the Department of Transport 
treats this type of issue as a mere conflict of interest. I asked the Leader of the House on that day — 
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Has that approach changed by the Department of Transport or does it … consider it a mere conflict of interest? 
Keep in mind that the Leader of the House, who was representing the Minister for Transport on that occasion, had 
a plethora of officials to assist her, but chose not to ask for assistance. She instead said — 

I can take that question on notice and if the minister has a point of view to express … she can do it. 
Such is the arrogance, the obstruction and the level of secrecy with respect to these matters by the McGowan Labor 
government. The government is quite happy to be transparent about people’s private information—email addresses, 
names and passport numbers, mind you, as well. That is what has happened this week. Government members are 
very happy to apply gold-standard transparency on those matters, but when it comes to being held to account, where 
are they? They are completely missing in action, time and again. 
Hon Alannah MacTiernan interjected. 
Hon NICK GOIRAN: It does not matter whether it is the Auditor General or the Corruption and Crime Commissioner, 
they do not care. What makes me laugh is when the Minister for Regional Development has the gall to stand here and 
tell the honourable mover of the motion that apparently things are being actively worked on, but that the government 
cannot give a time frame and there is a backlog in drafting legislation. Keep in mind that this is the government 
that said it would expedite reforms in elder abuse five years ago. Five years later, it is nowhere to be seen. 
Hon Alannah MacTiernan interjected. 
Hon NICK GOIRAN: Five years later, the government’s record is shameful. 

Hon Alannah MacTiernan interjected. 
The PRESIDENT: Order! 

Hon NICK GOIRAN: When the Minister for Regional Development says that the government is actively working 
on it, do not believe a word of it. It has no idea how to expedite things other than the removal of regions with respect 
to the electoral laws. The government is quite happy to expedite those things, but when it comes to the privacy of 
Western Australians, it is not a priority of this government. 

HON SOPHIA MOERMOND (South West) [11.00 am]: I rise to make a contribution to Hon Wilson Tucker’s 
motion today and I thank him for bringing this important issue to the house. The Legalise Cannabis WA Party 
wholeheartedly supports the motion and expresses its dismay at the apparent disregard for information security 
controls by this government and the irresponsible handling of sensitive data by state government agencies. Privacy 
is important, and, as we all know, data is now the new oil. I suspect the only reason Elon Musk was so interested 
in Twitter was for its data. Obviously, there is a lot of value in that. 

Malicious or criminal attacks are the leading cause of data breaches in this country. We need to ensure that 
government staff are aware of the importance of protecting sensitive information and how they can greatly reduce 
the risk of data breaches. I have examples of several data breaches in the last few years here in Western Australia 
and across Australia. I find it terrifying, especially considering all the information that we put online nowadays. 
The government can have access to so much of our lives, and not only governments, but also companies. 

Recently, we heard about facial recognition software in Kmart and Bunnings that none of us consented to. Our 
information is recorded by Medicare and other agencies, and none of us necessarily consented to that either. 
De-identified data by the right people can be re-identified, and that is a major concern in some cases. We cannot 
opt out of being recorded. I do not have anything necessarily to hide; I just do not think that my personal data 
should be out there for anyone else to access. I thank Hon Wilson Tucker for bringing this matter to the house and 
indicate that I will vote in support of his motion and that he has the backing of the Legalise Cannabis WA Party 
for this push. 
HON DR BRIAN WALKER (East Metropolitan) [11.03 am]: I thank Hon Wilson Tucker for bringing this motion 
forward. I think it is very important to consider data, data breaches and the privacy of our data as fundamental to 
a free and fair society. It is true that data is leaked. It has always been leaked. There are malicious players out 
there, but also governments interested in the information, some for nefarious purposes and some for very beneficial 
purposes. The question is: can we tell the difference, and is it planned or not? Data is consistently and repeatedly 
being let loose. We have systemic issues, and that is a fact. I am happy to hear that the government is addressing 
this, as indeed any government should. 

I will move on to an area in which I have personal experience, and that is health data. Medical privacy is, of course, 
a fundamental feature of any consultation with a doctor or any healthcare provider. I recall one case when I was 
working with the Department of Corrective Services and a prisoner wanted to get some medication that would 
keep his mind occupied while he was doing his justly earned time. It was refused, of course, because there was no 
medical indication that he should have it, and so he said that he would kill himself. I told him that that was a very 
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poor choice and that I really would not recommend that. I told him he would not get the medication he wanted and 
I sent him back to his cell. However, I warned the senior officer of the unit that the prisoner was at risk and he was 
put under observation to ensure that he was not. He was seen to be laughing, smiling and being very, very happy. He 
had tried to pull a fast one on the doctor and had failed. Then he wrote to his mother and said the doctor told him 
that he may as well kill himself, which was a complete lie. But then prisoners are not known for being the most 
honest people in the world anyhow. This information went around the traps of government, including the then 
Attorney General’s office. A complaint came back to me that I had been acting maliciously and telling prisoners 
to go and kill themselves. I was sent an email. I do not know how many people were in on that, but I wrote back to 
the director of the prison and gave an account, as I should do, of what actually happened, and everyone else read 
that reply. I was given grief because I put out someone’s personal medical information, although the prisoner had 
been trying to do me damage. I had many people say to me, “Oh, that terrible doctor.” When they all found out that 
the proper things had been done, there was silence, but I still had trouble because medical data had been revealed 
to someone who was not a clinician. We heard truth being spread, but it was not the truth that people wanted to 
hear because it was someone’s personal data, although the people had been listening to the lies and spreading the 
lies. Being dealt the truth was a bit too much. Here we have an example of how privacy data can be misused to 
spread falsehoods. We are seeing it today with what the Trump supporters are doing. 

I have an example of the Western Australia Police Force that accessed data from SafeWA. We have to ask why 
the police did that. The police should not have, of course, but the data was there and it used it. It was absolutely the 
wrong precedent, but why were the police trying to do that in the first place? It was to catch a murderer. The outcome 
might have been good, but the way the police went about it was wrong and so systemically we ought to do something 
about that. There ought to be a process whereby those who care for our wellbeing are able to access the data they 
need to solve these types of dangerous crimes. I am thinking also of the issues with little Cleo who was rescued. 
The police found her by using a whole host of data. I read in today’s newspaper that it turns out that the police 
were charged $1 million by the telcos for accessing data. That is a huge sum. It really ought not be the case that for 
identifying an abductor, a murderer or someone who has done a serious crime that so much money ought to be paid 
simply for handing over the data needed for tracking someone’s cell phone, for example. Speaking of which, this 
little phone I have here—I understand we cannot use props—can identify the position of every one of us who carries 
a phone and who uses Facebook, as us older people do. That is one excellent way of revealing every single bit of 
our information to the people who control that. Here, again, I am thinking of how the election was abused in the 
US and how people were targeted by information, leading to the installation of a President who was utterly corrupt. 
That certainly did no good to society at all. 

The parliamentary emails here were hacked in March 2021, WA police officers’ information was hacked and Perth 
Mint had its own issues, too. The problem in our society is that data collection is present and is increasing. It is 
ubiquitous. We have new speed cameras that are able to identify five different themes, I think, so more data is 
being collected. It is very possible that we could be in a society right now whereby our every step is being recorded. 
Members might say that it is quite important to do that, and I will come back to that in a moment. I am looking at 
the request for more permissions for the police at the border to do intrusive searches, which is all very well and 
good if all they want to do is catch those who are dealing in methamphetamine, but not so very good if that can be 
extended with a little bit of care to identifying who is a potential voter for someone you do not want. It is not a big 
step. We ought to be very careful how we let this information be used.  

Increasing the data is fine, but the bottom line is that we do not have enough safeguards in place. It does not matter 
who is in power; we need safeguards from both sides of the house so that data is not misused. It starts with 
legislation. I could claim that not allowing bills to go through to a committee for review and not allowing the carefully 
thought out amendments to be carried is a good way of making sure that the bills we pass are not 100 per cent 
accurate. Otherwise, the stuff that the Parliamentary Counsel’s Office puts forward would be 100 per cent perfect all 
the time, and anyone who says that is not in possession of their full senses. Now, of course, the next question is: 
if it comes to legislation regarding data, are we doing that in the same haphazard manner—letting bills be passed 
that do not do what we think they are doing, as in the case of safeguarding our personal data? I am a member of the 
Standing Committee on Legislation and it has not had one single sitting because there has been no need because the 
PCO’s laws are 100 per cent perfect, and I find that most worrisome; however, I appreciate the lack of work involved. 

I have lived in a police state. I have been followed by the KGB. My records were in Stasi headquarters. In fact, I was 
interviewed by West German secret police after the wall came down on why I was recognised in Stasi information, 
so I know what it is like to be followed. I know what it is like to be observed. It is not a nice feeling to stand opposite 
a KGB officer who has my passport in his hands and is preventing me from leaving the country. It is absolutely not 
a nice feeling to be in a police state, but it could be said that it is for our own safety and security. That may well be 
very true, but it is also a very small step away from oppression. We, on both sides of the house, have to be very careful 
in this day and age to treat our data with the appropriate care and caution, because, ultimately, it is about control. 
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I can tell a positive story about this. We are all aware of the intense scrutiny of everyone within China. There are 
cameras on every street corner, along every street, and a person’s every step is controlled. In fact, people are measured 
as to how much of a security risk they are. A BBC editor lost his briefcase in a taxi. He only found out after the taxi 
had gone. He went to the police and they said, “Tough luck.” But then he said, “But I am the chief editor of the 
BBC in Shanghai.” Within half an hour, the police had identified the taxidriver, gone to his home and recovered those 
private documents and the briefcase. That was a very successful use of police data. It was very quick and very 
good, but would we like to live in such a state? We must have safeguards. We also have a government back door into 
all these things. Do not let anyone be fooled that there are not ways of finding out what is up. For goodness sake, 
“The Clan” is an example of that. ASIO would be very keen to be aware of all our data such that when someone is 
thought to be at risk of giving away state secrets, they can be identified before our precious secrets are given away. 
It is a sophisticated question. How much is too much? Where do we draw the line? How can we preserve a free 
and fair society, democracy and autonomy while ensuring that the people who deserve to be followed and identified 
are effectively identified by our police force? Here I am thinking about paedophilia, murder cases and how to protect 
ourselves with adequate security while at the same time protecting ourselves with adequate privacy. 

HON DARREN WEST (Agricultural — Parliamentary Secretary) [11.13 am]: I would also like to acknowledge 
the mover of the motion. This is a very important issue for government. Data security and how big data is contained 
and released appropriately is going to be a major consideration and investment for governments in the future. We 
can all point to examples of when data has been perhaps too closely kept and released for either devious or hacker 
means, or by honest mistake. 

Given that Hon Nick Goiran raised the issue today, I think it is a good opportunity to talk about the inappropriate 
release of data and how different people have different ways of managing and going about that. I refer members 
to an exchange in the other place yesterday when it was revealed that inadvertently, we presume, some data was 
released from the Department of Health and went to somebody it was not intended to go to. We presume that that 
was done mistakenly. I acknowledge anyone who has made a mistake in terms of data. We have all made mistakes. 
Mistakes invariably happen while there is human involvement in whatever the case may be, and in this country 
we give people the benefit of the doubt unless it is proved otherwise. That person, if it indeed was a mistake to 
release that data, no doubt will be feeling dreadful about it today. I think we need to acknowledge that if that is the 
case; we need to support that person. They have probably learnt a very valuable lesson here. But what concerns 
me is what happened next. I refer to a contribution that the Minister for Health made in the other place yesterday, 
and I quote — 

It probably has not escaped people in this chamber that we did have an unfortunate event over the last couple 
of days with a data breach in relation to monkeypox and some secondary contacts. For that, I unreservedly 
apologise. It was a mistake by a member of staff who was doing a very important job contact tracing and 
interviewing people who were on the flight. Sometimes people do make mistakes. What is more concerning 
is that it appears that in the process of notifying one of the passengers, I want to highlight what has 
been some potential consequences of this. Essentially, on ABC radio this morning, when interviewed, the 
recipient of the email outlined her concern about receiving such sensitive information. She said, quite 
understandably, that she was shocked and concerned to receive it. The transcript of the interview states — 

I quote the caller — 
And I just thought, oh my god, what am I supposed to do with this. 

The email recipient was asked by Nadia — 
So, what did you then do, as you’re think about what to do … 

She replied — 
Well, to be honest with you … I spoke to a friend. Most people talk to a friend, so that’s what 
I chose to do. 

To which Nadia asked — 
And, have you, did you share this information with anybody? 

The caller replied — 
I went to see Libby Mettam. I chose to have this exposed and yes, I did, I went to see Libby Mettam. 

She is referring to the member for Vasse but I am quoting directly from the interview transcript. 
The exchange goes on. What happened is that there was an unfortunate mistaken breach of data that then was exposed 
to the media for all to see in what I consider a fairly grubby political pointscoring exercise. I think that that is 
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absolutely disgraceful. The recipient of the email told the listeners of the ABC the turn of events that happened, 
and the member for Vasse then chose to expose this breach. 
Hon Peter Collier: You don’t know that. 
Hon DARREN WEST: I do not know that, but the member for Vasse needs to explain her role in this and why 
she chose to release that data and expose this to the media. 
Hon Peter Collier: Did you see her personal explanation? 
Hon DARREN WEST: Member, I am talking about the life of a data breach. That is what I am talking about here. 
I am quoting from Hansard. 
Hon Peter Collier: Yes; read the whole lot. 
Hon DARREN WEST: The member can get up and talk about what happened after that. What would have been 
best is if the email had been deleted and the world had moved on. 

Point of Order 
Hon NICK GOIRAN: The member was quoting from a document; I ask whether he will identify the document 
that he has quoted from. 
The ACTING PRESIDENT (Hon Dr Sally Talbot): Hon Darren West, are you prepared to identify the document? 
Hon DARREN WEST: Yes. I am quoting from the Hansard of the Legislative Assembly yesterday. 
Hon Peter Collier: Uncorrected. 
The ACTING PRESIDENT: Hon Darren West has the call. Before we continue, can I remind members on both 
sides to keep their remarks directed through the chair, and that if we do that, we might retain at least a semblance 
of order. 

Debate Resumed 
Hon DARREN WEST: That is really all I have to say on the matter. 

Point of Order 
Hon NICK GOIRAN: Deputy President, I draw to your attention standing order 59(1), which indicates that 
a member must identify whether they are using an uncorrected version of Hansard, and the member has failed to 
do so. 
The ACTING PRESIDENT (Hon Dr Sally Talbot): I draw the attention of every member to standing order 59(1), 
which reads — 

A Member must identify any document quoted from by the Member in debate, including an uncorrected 
version of Hansard. 

I invite Hon Darren West to simply clarify the document from which he is quoting. 
Debate Resumed 

Hon DARREN WEST: Thank you, Acting President, and yes, as it was yesterday’s Hansard, I am quite happy 
to say that it is uncorrected, but I am quoting the Minister for Health directly and no-one else. I am happy to put 
that on the record. 
I do not have much more to say on this matter. Everyone has a role in data security. If members opposite are seriously 
going to espouse that everyone needs to do better in data security, they might want to look at their own team, and 
there are questions that need to be answered. 
HON PETER COLLIER (North Metropolitan) [11.21 am]: I was not going to comment on this, but I feel in 
duty bound to defend the member for Vasse in this instance, particularly against the clear accusation made by 
Hon Darren West, which was only partly delivered to this chamber with regard to breaches of data security. 
Hon Darren West made a clear accusation that Libby Mettam had leaked that information. That is clear; members 
can go back and read Hansard. I would like to now correct the record on behalf of Libby Mettam and finish the circle. 
At the end of the contribution by the Minister for Health, Libby Mettam stood up to make a personal explanation 
in the Legislative Assembly. I am reading from the uncorrected Hansard of the same debate. She stood at 2.55 pm 
yesterday and said — 

I wish to rise under standing order 148 to make a personal explanation. 
The Speaker said — 



Extract from Hansard 
[COUNCIL — Thursday, 18 August 2022] 

 p3733a-3744a 
Hon Wilson Tucker; Hon James Hayward; Hon Alannah MacTiernan; Hon Nick Goiran; Hon Sophia 

Moermond; Hon Dr Brian Walker; Hon Darren West; Hon Peter Collier 

 [11] 

Before I give you the call for a personal explanation, I give you some words of advice. Under standing 
order 148, a personal explanation may not be debated. It can be used to correct a “misimpression” but 
you may not make a reply or raise a new matter. Bearing that in mind, I give you the call to make 
a personal explanation. 

Libby Mettam then stated categorically, according to the uncorrected Hansard — 
I rise under standing order 148 to make a personal explanation. In question time today, the Minister for 
Health suggested that I had received some information that was the subject of a Department of Health 
data breach and that I had also passed on that information or data. This is categorically not the case. This 
is not true. I met with the woman who had already raised these issues with the Department of Health. 
I raised these issues because we know that this government has a history when it comes to these issues. 
This is just — 

There followed some more direction in terms of what she could say, and she then concluded her comments by 
saying, according to the uncorrected Hansard — 

To conclude my remarks, as I stated, I met with this woman who was very concerned. No data was shared 
or was exchanged. She made that very clear. I would like to ensure that the record is corrected in relation 
to some very false accusations by the other side. 

Libby Mettam has been quite categorical that she did not release that data. When Hon Darren West stood in this house 
five minutes ago and clearly intimated that she had, we had interjections from across the chamber from the other 
side, saying how dreadful, terrible and disgusting it was. Might I suggest that the member give this house the whole 
story? Libby Mettam categorically rejected that assertion. If Hon Darren West wants to talk about breaches of data 
release et cetera and cast aspersions on a member of the other chamber, I ask him to please give her the respect of 
providing all the evidence that was provided to the other house. 
Hon Alannah MacTiernan: Did the member counsel her constituent or friend? 
Hon PETER COLLIER: That is irrelevant to this issue. It is completely irrelevant to this issue. 
Hon Alannah MacTiernan: If you are approached as a member of Parliament — 
Hon PETER COLLIER: Okay, I am not taking any more interjections. I gave it a go, but it is not working, and 
it is not at all a worthy interjection. 
My point is that Hon Darren West stood up, spoke, and sat down again without providing Libby Mettam’s response. 
That is what I am saying. I do not know about the other issue. All I am saying is that Hon Darren West left the 
clear impression with this chamber that Libby Mettam had actually released that data to the media. That is exactly 
what he did. 

Hon Pierre Yang: That’s not right. 

Hon PETER COLLIER: That is exactly what he did. He stood up and said — 

Hon Pierre Yang: You’re making this up. 

Hon PETER COLLIER: I am not taking interjections. 

All I am saying in this instance is that Hon Darren West can say whatever he likes, but he should at least provide 
this chamber with all the facts—not just some of the facts, but all the facts. People can then make their own decisions 
on whether they believe the Minister for Health, Libby Mettam, or the person who released the information to the 
media. But he should not come into this chamber and provide part, some or a few of the facts and then have members 
across the chamber making value judgements on someone from the other place, based on partial facts. That is all 
I am saying. This is what we have with data breaches. We are treading a very, very fine line here, making value 
judgements, or accusations about people in this instance. 

I believe Libby Mettam. She quite categorically stated in the other place that she did not receive or release that 
information. All I am saying to this house is: if you are going to stand up and make accusations in this place, give 
the house all the facts, not just some of the facts. 

HON WILSON TUCKER (Mining and Pastoral) [11.27 am] — in reply: I appreciate all the comments made 
today in this debate. I acknowledge that the area of technology and data privacy probably is not a knowledge area 
for a lot of members here, so I appreciate their contributions. I think it is an important issue to raise, so I appreciate 
the debate today. 

I would like to acknowledge some of the individual contributions. Hon James Hayward spoke about the growing 
size of data and some of the opportunities that exist in big data, certainly in the public sector. That was echoed by 
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our Minister for Regional Development. In order to unlock this opportunity, we need to have a unified approach 
in terms of how we share that information across jurisdictions in WA, a situation that does not exist at the moment. 
Hon Sophia Moermond mentioned the lack of an opt-out function, and that speaks to a growing sentiment around 
the world, and certainly in Australia, about more transparency and control over information, rather than just setting 
and forgetting and throwing it into a black hole in a corporate server somewhere. Hon Dr Brian Walker gave us 
a story from a health perspective, which is always appreciated, and spoke about some of the risks associated with 
information being collected that people are not aware of, and it being used in different ways. Hon Darren West 
and Hon Peter Collier gave us a bit of Thursday politics, and I am not going to touch that! Hon Darren West 
made a comment that I liked, which was that everyone has a role in data security, and I firmly agree with that. 
Hon Nick Goiran mentioned data security not being a priority for the government and referenced a report by our 
hardworking Attorney General. 

Hon Dr Steve Thomas: Auditor General. 

Hon WILSON TUCKER: Sorry, the Auditor General I do get them mixed up a bit. I will not correct Hansard on 
that one. 

I was referring to our hardworking Auditor General’s Information systems audit report 2022—state government 
entities. It touches on the health of information technology systems across a number of different agencies. It focuses 
more on the aspect of IT security rather than data privacy, but it is important to call out because they go hand in hand. 
We need to worry about security otherwise the confidentiality and the privacy of information is in the crosshairs. 
This report found significant deficiencies in a number of agencies. It also mentioned that a lot of the recommendations 
made by the Auditor General were made in the year before, so these recommendations had not been followed and 
were still prevalent the next year. We know the technology space moves very quickly, and having a glaring deficiency 
in an IT system for over a year signals that the health and security of those IT systems is not a priority for those 
agencies. One particular agency that was included in that report was the Arts and Culture Trust, which unfortunately 
was breached very recently. 

I acknowledge the comments made by the Minister for Regional Development, I believe on behalf of the Minister 
for Innovation and ICT, offering experience of and examples at the federal level and talking about some of the 
challenges in de-identifying information. Having worked in the IT space, I can attest to the challenges and complexity 
that comes with de-identifying information and certainly sharing information across agencies as well. It is not 
easy, but as the minister pointed out, a lot of learning can come from enabling interoperability and sharing across 
departments and jurisdictions, so it is very important and a worthwhile exercise. 

I will quickly acknowledge the Minister for Innovation and ICT, who is new to the portfolio. He seems to be doing 
a good job and is getting a handle on it. I want to acknowledge that he is taking the portfolio seriously. The technology 
industry in this state is an important one. The Labor government has committed to diversifying the WA economy, 
and one way of doing that is through technology. The TechCouncil has predicted that by 2050 there will to be 
more tech jobs in Western Australia than resources jobs, which will be a big paradigm shift. We need to grasp this 
opportunity. We need to get the blueprint and the framework right, which includes getting the data privacy legislation 
right in this state. 

Motion lapsed, pursuant to standing orders. 
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